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Abstract

During fault simulation, an approximation
frequently used in practice is to declare a fault
to be detected after it has been potentially de-
tected a predetermined number of times. This
approximation may lead to declaring a fault de-
tected when in fact the fault will not be de-
tected during a standard test application pro-
cess. We propose an alternative measure of fault
detection for potentially detected faults, that is
easy to compute, yet its accuracy is significantly
higher than the measure based on the number
of times a fault is potentially detected. Exper-
imental results are shown to support the accu-
racy of the new measure.

I Introduction

Fault simulation is used extensively in the test gener-
ation process to identify the faults detected by a given
test. For efficient processing, fault simulators [1, 2, 3, 4]
use a 3-value model in which lines may take on logic 1,
logic 0, or unknown (X) values. Sequential circuits are
assumed to start in an unknown state, and therefore, X
values are injtially assigned to all the state lines. Good
design practice requires that sequential circuits be ini-
tializable, either using hardware reset or synchronizing
sequences. A circuit that is initializable under 3-value
simulation is logically initializable, while a circuit that
is initializable considering all possible individual initial
states is functionally initializable [5, 6, 7]. Faults mod-
ify the circuit structure, and certain faults cause the
circuit to remain in an unknown state throughout the
simulation. For example, the stuck-at-0 fault on the
reset line of the flip-flop shown in Figure 1 prevents
the flip-flop from being set to a known value, and the
faulty circuit remains in an unknown state. Even if the
fault effects propagate to a primary output, the value
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propagated by 3-value simulation will be a known 1
or 0 for the good (fault-free) circuit, but an unknown
for the faulty circuit. The fault is thus declared to be
potentially detected [8].

—

stuck-at-0

Figure 1: Fault on flip-flop reset line

During testing of the actual physical device, the state
lines will always take on 0 or 1 logic values. If a fault is
potentially detected for several test vectors, it is likely
that either a 1/0 value pair for the good and faulty cir-
cuits or a 0/1 value pair will propagate to the primary
outputs. In this case, the fault will be detected. Based
on this observation, some fault simulators make the ap-
proximation that a fault is detected if it is potentially
detected for multiple vectors. Options are provided to
allow faults to be declared detected after some num-
ber n of potential detections; a suggested value for n is
5. This approximation is good for several fault classes.
For example, any faults on clock lines can only be po-
tentially detected, since the flip-flop values remain un-
known in the faulty circuit. However, they are very
likely to be detected in a physical setting, since a con-
stant flip-flop value caused by a clock line fault is likely
to cause an incorrect output value. Another such class
of faults is stuck-at faults on enable pins of tristate de-
vices. A new fault model has been proposed to handle
such faults [9]. Since these classes of faults cannot be
resolved in a conventional stuck-at fault simulator even
if longer test sequences are considered, it makes sense
to remove them early in the fault simulation process to
improve the simulation speed. For potentially detected
faults outside of the above two classes, the accuracy of
the measure of detection based on the number of po-
tential detections is not readily apparent.
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In this paper, we evaluate the accuracy of the old
measure based on the number of potential detections.
We will show that a fault may be potentially detected
for a number of vectors, but never detected during
the test application process, or detected with very low
probability. We propose an alternative measure called
the fault detection probability, to replace the number
of potential detections. The fault detection probability
is defined as the probability that a fault is detected,
given that a machine may start in any state. We es-
timate this probability by assuming that all states are
equally likely. The estimated fault detection probability,
described in Section II, is easy to compute, yet its ac-
curacy is significantly higher than the accuracy of the
number of potential detections. A tool for estimating
the detection probability for potentially detected faults
is described in Section III. In Section IV, we describe
some tools developed for verifying the results of the
detection probability estimation tool. Results for sev-
eral ISCASS89 circuits are presented in Section V, and
concluding remarks are given in Section VL.

II Estimated Fault Detection Probabil-
ity

For a fault to be detected during the application of
a test sequence T, the faulty circuit must start from an
initial state that produces an output response that is
different from any response that the good circuit can
produce [10]. To comply with the conventional test
application process, we use a single response of the
good circuit to T. This response is computed using 3-
value simulation starting from the all-unspecified initial
state. To imitate the situation that occurs during test
application, where the circuit under test starts from
a fully-specified (yet unknown) state, we use for the
faulty circuit a random sample of 100 fully-specified
initial states. In practice, the circuit under test may
start from a legal or illegal state; therefore, no restric-
tions are placed on the 100 initial states. We obtain
the faulty circuit response to T starting from each one
of the states, and count the number of states for which
the fault is detected (i.e., the number of states for which
the response of the faulty circuit is different from the
response of the good circuit). We refer to the frac-
tion of a random sample of initial states for which a
fault is detected as the estimated fault detection proba-
bility. For a provably detected fault, the estimated fault
detection probability is 100%. However, an estimated
fault detection probability of 100% does not guarantee
that the fault will be detected, since not all the initial
states are considered in computing the estimated fault
detection probability. Computation of the estimated
fault detection probability assumes that each individ-

ual initial state occurs with equal probability. While
this assumption may not hold, a high detection prob-
ability will not be affected by minor variations in the
initial state probability. Instead of relying on a limited
sample, if we were to include all states in computing
the probability, we would get a better estimate, called
the fault detection coefficient in [10].

Simulations for ISCAS89 circuit s1423 starting from
100 random fully-specified initial states for the faulty
circuits show that faults which are potentially detected
multiple times are actually detected for less than 50%
of the initial states. Thus, these faults may not be
detected during test application. In this circuit and
other circuits used in this paper, potentially detected
faults do not include any clock line faults or any tristate
enable faults.

Figure 2 shows a scatter plot of the fault detection
probability estimated using a sample of 100 random
initial states vs. the number of potential detections for
each potentially detected fault in circuit s1423. A set of
89 vectors generated by the HITEC test generator [11]
was used. Potential detections are counted at all the
primary outputs to which the fault effects propagate.
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Figure 2: Estimated fault detection probability vs.
number of potential detections: s1423

Nine faults (marked F1 in Figure 2) were each poten-
tially detected between one and five times starting from
an all-unknown state, but were not detected for any
of the 100 random fully-specified initial states. These
faults may be erroneously considered to be detected
by the measure based on the number of potential de-
tections. Nineteen faults (marked F2 in Figure 2) fall
into the middle range and were detected for between
38% and 59% of the initial states. The corresponding
number of potential detections ranged from 1 to 41.
Ten faults (marked ¥3 in Figure 2) were detected for
between 97% and 100% of the initial states, and the
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number of potential detections for these faults ranged
from 12 to 66. As illustrated in the figure, declaring a
fault to be detected after n potential detections is inac-
curate for this circuit. If a value of 5 is used for n, faults
that are not detected for any starting state or that are
detected for only half of the possible starting states are
declared to be detected. If a value of 10, 20, 30, or 40
is used for n, faults that are not detected for half of the
possible starting states are declared to be detected. In
addition, faults that are detected for 100% of the possi-
ble starting states (and thus may be provably detected
or detected with high probability) are not identified as
detected if a value of 20, 30, or 40 is used for n.
Results for circuits s382 and 85378 further illustrate
the inaccuracy of the measure based on the number of
potential detections, as shown in Figures 3 and 4. Fault
detection probabilities were estimated using samples of
100 random initial states. For s382, two faults (marked
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Figure 3: Estimated fault detection probability vs.
number of potential detections: s382
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Figure 4: Estimated fault detection probability vs.
number of potential detections: $5378
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F1in Figure 3) that are potentially detected over 11,000
times are never detected for any of the 100 random
initial states. One fault (marked F2 in Figure 3) is
potentially detected 7476 times but is only detected for
42% of the initial states. Several of the faults which
are detected for all 100 of the initial states (marked F3
in Figure 3) are potentially detected fewer times than
faults in the F1 and F2 groups. For 5378, many of the
faults potentially detected a relatively small number of
times are detected for a small percentage of the random
initial states (marked F1 in Figure 4). However, several
faults potentially detected a small number of times are
detected for most or all of the initial states (marked F2
and F3 in Figure 4). Similar results were obtained for
several other circuits.

Thus, the number of times a fault is potentially de-
tected during fault simulation is not a good indicator
of the fault detection probability. A high potential de-
tection count does not guarantee a high probability of
detection, and faults that are potentially detected only
a small number of times may in fact be detected by
the tester 100% of the time. To replace the number
of potential detections as a measure of fault detection,
which can be computed very quickly as a by-product of
conventional fault simulation, we need another measure
that will be more accurate but similarly easy to com-
pute. We propose in this work the use of the estimated
fault detection probability for this purpose.

To establish the accuracy of the estimated fault de-
tection probability in identifying faults that will be de-
tected during the test application process) we compare
the results obtained using the estimated faﬁ\lt detection
probability to the results obtained by accurate simu-
lation. Accurate logic simulation using high—level de-
scriptions was proposed in [12]. Restricted, symbolic
simulation has been proposed in [13, 14], in which indi-
vidual unknown symbolic values are assigned to circuit
nodes. The fault simulation procedures of [15, 16, 17]
can also be used to obtain accurate fault detection in-
formation. We use in this work the procedure from [17]
and additional procedures described in Section IV.

ITT Fault Detection Probability Estima-
tion Tool

In accordance with the discussion above, we restrict
our attention to the testing technique referred to as
the restricted multiple observation time strategy; that
is, we use a unique good machine output sequence,
computed by starting the good machine from the all-
unknown initial state. For the faulty circuit, we com-
pute 100 output sequences, starting from 100 randomly
selected fully-specified initial states. Thus, for a given
fault simulation run, the good machine initial state is



kept an unknown and the faulty machine initial state is
kept a fully-specified random vector. This guarantees a
unique good machine output sequence for our hundred
different fault simulation runs.

As an aside, a good machine may have unique, de-
terministic output values that cannot be determined
using 3-value simulation, but can be proven by sym-
bolic or exhaustive state simulation. This could in-
crease the number of potential detections and may also
increase the probability of detection. Moreover, ad-
ditional faults may be detected by using the multiple
observation time approach [18]. In our study, we did
not exploit these features.

The PROOFS sequential circuit fault simulator [2]
- was modified to allow for the specification of the initial
state for the faulty circuits. The same initial state is
used by all faulty circuits so that up to 32 faults can be
simulated in parallel using the 32-bit parallelism of the
computer word. The PROOFS fault simulator com-
bines features of bit-parallel, differential, and concur-
rent fault simulation algorithms. For each test vector,
the good circuit is first simulated, and then only dif-
ferences between the good and faulty circuits are sim-
ulated. Several faulty circuits are simulated together,
with one bit of the computer word used for each faulty
circuit, and faults are grouped dynamically with each
test vector simulated, in order to fully utilize all bits in
the computer word. To limit the memory usage, faulty
circuit values are stored at the flip-flops only. For each
faulty circuit, a linked list of state lines that have dif-
ferent values from the good circuit is maintained. Be-
fore a group of faults is simulated, the circuit struc-
ture is modified to emulate the effects of the faults,
and the state line values are updated. In the modified
PROQOFS, the specified initial state is also updated for
the first test vector. Faults are declared to be detected
when a 1/0 or 0/1 value pair for the good and faulty
circuits reaches a primary output. Faults are dropped
from the fault list once they are detected, and faults
that are identified as inactive in a given time frame are
not simulated.

An executive program was developed to generate a
specified number of random initial states, invoke the
fault simulator with each initial state, and compute
statistics on the fault simulation runs. For each fault
simulated, the number of runs for which the fault was
detected is provided. The estimated fault detection
probability is then computed as the fraction of runs
for which the fault is detected.

In some fault simulators, it may not be feasible to set
the initial etate of the faulty machine independently of
the initial state of the good machine, and the two states
may have to be specified to the same value. This causes

a problem, since it results in a fully-specified response
of the good machine, when in fact the response may be
different for different initial states, and should be repre-
sented by unknown values. As a result, faults that are
not detected may appear to be detected. To solve this
problem, we observe that if the good circuit is synchro-
nized by the test sequence being simulated, then after
several vectors are applied, the good machine output
values become fully specified, independent of the ini-
tial state. We will call the period from the beginning
of the test sequence to the time when values become
known the transient period. The length of the tran-
sient period can be computed by first performing simu-
lation starting from the all-unknown initial state. Dur-
ing fault simulation starting from fully-specified initial
states, faults that get detected only during the tran-
sient period must be discounted to avoid the inaccu-
racy mentioned earlier. In our experiments, we did not
face this problem, since we had the ability to set the
good machine state to an unknown value while fully
specifying the faulty machine state.

IV Validating the Probabilistic Detec-
tion Methodology

For the estimated fault detection probability com-
puted using a random sample to be useful, it must be
close to the value we would obtain by including all pos-
sible initial states in the sample. For the sample size of
100 used in this work, from standard statistical meth-
ods it can be surmised that at a 99% confidence level,
the error margin in the estimated fault detection prob-
ability is the highest (approximately +12%) when the
detection probability is 50%. When the detection prob-
ability is 90%, the error margin in the estimated fault
detection probability is £7.7%, and for 99% detection
probability, the error is -2.5% to +1%. The error can
be halved by increasing the sample size to 400.

The question remains whether faults identified as de-
tected for 100% of the random initial states can be
guaranteed to be detected by the tester. Accurate sym-
bolic simulation is currently infeasible for large circuits.
Therefore, we have developed several tools to verify the
detection of such faults. The first tool does parallel re-
stricted symbolic fault simulation using a modification
of PROOFS [2]. The second tool uses a variation of the
fault detection probability estimation tool to do fault
simulation starting from an exhaustive list of partially-
specified states. The third tool is the one from [17].
These tools are not intended to replace the fault detec-
tion probeability estimation tool but rather to wvalidate
the proposed methodology of probabilistic detection.
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A Parallel restricted
simulation

symbolic fault

Restricted symbolic simulation was proposed in [13,
14]. With this approach, specific named unknowns are
assigned to lines that initially have unknown values.
This approach was referred to as individual initial value
propagation in [13] and was applied to faults in the
clock control logic. Symbolic simulation is useful in
situations where a circuit cannot be initialized using 3-
value logic. Consider the circuit shown in Figure 5. A
specific named unknown, Y, is assigned to the flip-flop

°3
X Y | Y, 0
21D Q DC ’_—_?__D_

Figure 5: Symbolic initialization example

output. The resulting values propagated to the AND-
gate inputs are Y and Y. The AND-gate can therefore
be evaluated to logic 0, whereas the value would be un-
known if 3-value logic was used. This situation can arise
during fault evaluation, and the symbolic approach can
aid in identifying detected faults. Restricted symbolic
simulation is still not as accurate as full symbolic sim-
ulation. For example, if the inputs of an AND-gate are
two different named unknowns, the output is unknown,
X. Thus, useful information may be lost, but the re-
stricted symbolic approach is much more efficient.
Symbolic simulation is useful in evaluating fault ef-
fects, even when it does not lead to circuit initializa-
tion. Consider the circuit shown in Figure 1. The good
circuit is easily initializable by setting the MUX con-
trol line to 1 and setting the second input of the MUX
to 0 or 1. However, the faulty circuit cannot be ini-
tialized under 3-value simulation. Assigning a named
unknown, Y, to the faulty circuit flip-flop output in the
time frame in which the good circuit flip-flop is initial-
ized enables the generation of 0/Y and 1/Y good and
faulty circuit value pairs at the flip-flop output. This
situation is illustrated in Figure 6, in which values for 3
time frames are listed for each node. The Y value rep-
resents the logic value of the flip-flop at a specific point
in time. Y is either a 1 or a 0. If both 1/Y (or 0/Y)
and 0/Y (or 1/Y") value pairs are propagated to the pri-
mary outputs, the fault is known to be detected. The
fault effects may appear in different time frames and
on different primary outputs, as long as the Y refers to
the value of the flip-flop at the same point in time.
Rather than using several named unknowns to rep-
resent the values of multiple state lines as is done in
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Figure 6: Generation of 1/Y and 0/Y value pairs

(13, 14], we use a single named unknown, Y. A Y is
placed at the first flip-flop evaluated for which the good
circuit value is known but the faulty circuit value re-
mains unknown. Faults on the reset lines of single flip-
flops can use this approach effectively. However, for
some faults on the reset lines of multiple flip-flops, the
fault effects can only be propagated effectively through
certain flip-flops. In our restricted symbolic fault sim-
ulator, we allow the user to specify a flip-flop for place-
ment of the named unknown.

The PROOFS sequential circuit fault simulator [2]
was used to implement the symbolic evaluation tool.
PROOFS evaluates up to 32 faults in parallel, and thus
the resulting tool is a parallel restricted symbolic fault
simulator. PROOFS was modified to include the values
Y and Y in addition to 0, 1, and X. Faulty circuit
evaluation routines were modified accordingly, and flags
were added for the 1/Y (0/Y) and 0/Y (1/Y) value
pairs for each fault. A Y value is placed at a flip-flop if
the good circuit value is known, the faulty circuit value
is unknown, and no Y value exists at another flip-flop
for that fault. If the Y value does not propagate to
the flip-flops and the fault is not identified as detected
and the faulty circuit flip-flop value remains unknown, a
new Y value will have to be used in the next time frame.
In this case, the flags must first be reset to 0. The
parallel restricted symbolic fault simulator is accurate
in the faults that it identifies as detected. However, it
may miss some faults due to the loss of information as
compared to full symbolic fault simulation.

B Implicit exhaustive fault simulation

For circuits having a small number of flip-flops, such
as §820 and s832, fault simulation can be porformad
starting from all possible fully-specified states to verify
the results of the fault detection probability estima-
tion tool. For other circuits, the number of states is
too large, but for many of these circuits, all possible
initial states can be implicitly tried by using partially-
specified states. Some flip-flops are initialized to 1 or
0 values, while the remaining flip-flops are assigned X
values. For the flip-flops with known values, all possible



combinations of values are tried. We refer to this ap-
proach as implicit ezhaustive fault simulation. This ap-
proach is based on the one proposed in [15].

A tool was developed to do implicit exhaustive fault
simulation using the modified PROOFS fault simulator
developed for the fault detection probability estimation
tool. The user must specify which flip-flops have to be
initialized to known 1 or 0 logic values in order for the
fault effects to be propagated to the primary outputs.
For each partially-specified initial state, the modified
PROOFS is invoked to determine if a given fault is de-
tected. Statistics are computed on the number of runs
for which each fault is verified to be detected. The flip-
flops requiring known values must be selected carefully.
Detection of a fault for fewer than 100% of the partially-
specified initial states does not mean that a fault will
not be detected for 100% of the fully-specified states.
It is possible that the X value propagated from a flip-
flop masks the propagation of fault effects, and thus the
fault is missed due to the loss of information inherent
in 3-value simulation. We use a trial-and-error proce-
dure to identify the flip-flops for initialization. This
approach may be ineffective for circuits having large
state spaces.

V Results

A fault detection probability estimation tool was im-
plemented using the existing PROOFS [2] fault simu-
lator. The tool was used to evaluate the potentially
detected faults for several of the ISCAS89 sequential
benchmark circuits. Test sets generated by HITEC
[11] were used, first to identify the potentially detected
faults, given the collapsed fault lists for the circuits,
and then to perform fault simulation for specific initial
faulty circuit states. Evaluations were carried out on
an HP 9000 J200 with 256 MB RAM.

Results of fault simulation starting from 100 ran-
dom fully-specified states are shown in Table 1. For
each of the 100 fault simulation runs, the faulty circuit
states were initialized with the given random vector,
while the good circuit state was kept an unknown. For
each circuit, the number of test vectors, the number
of flip-flops, the total number of faults, and the num-
ber of potentially detected faults are given, followed by
the number of potentially detected faults having esti-
mated detection probabilities of 0%, 100%, and rang-
ing between 1% and 20%, 21% and 40%, 41% and 60%,
61% and 80%, and 81% and 99%. The execution time
required to complete the 100 fault simulation runs is
shown in the last column; times ranged from eighteen
seconds to 24 minutes. The ratio of the execution time
required for the 100 fault simulation runs to the execu-
tion time required for one fault simulation run using the

full fault list ranged between 13 for the largest circuit
and 61 for one of the smaller circuits having a short test
set (s641). Relatively larger run times are required for
fault simulation of small circuits using short test sets
because the work of initializing the data structures is
done repeatedly, and this work is a large portion of the
fault simulation processing. Accuracy can be traded
off for execution time by varying the random sample
size. In some circuits, such as 298, all the potentially
detected faults have an estimated fault detection prob-
ability of 100%. In other circuits, there are potentially
detected faults with O or very low estimated fault de-
tection probabilities. For example, s5378 has 11 faults
with an estimated fault detection probability of 0, and
34 faults with estimated fault detection probabilities in
the range 1-20%.

Several faults having high detection probabilities in
the range 70%-100% are identified using the new ap-
proach. In practice, these faults have a very high prob-
ability of being detected by a tester. In contrast, if
any faults having low detection probabilities less than
20% occur on the physical device, they will likely es-
cape detection. Faults with very low detection proba-
bilities are of more concern than redundant faults. If
a redundant fault occurs on a device, it has no effect
on the correctness of the function. However, if a fault
having low’ detection probability occurs, it will have
an effect on the function at unexpected times. The
logic should therefore be resynthesized or design-for-
testability (DFT) hardware should be added to remove
these faults. The DFT approach described in [19] ap-
plies to faults affecting lines involved in setting or re-
setting flip-flops. However, in our experiments, we ob-
served that most such faults had very high detection
probabilities and therefore are not candidates for the
DFT methodology of [19]. For faults having low detec-
tion probabilities, additional controllability and observ-
ability may be inserted by methods presented in [20].
In addition, synthesis-for-testability techniques can also
be used [21, 22].

Procedures to verify the detection status of faults
having estimated detection probabilities of 100% were
implemented, as described in Section IV. Results are
shown in Table 2. The parallel restricted symbolic fault
simulator was first run, and a large number of the faults
were identified as detected (Y Sim). For one fault in
each of s344 and s349, the symbolic value had to be
assigned to a specific flip-flop in order for the fault to
be detected. For faults on reset lines of single flip-flops,
this problem is not encountered. For any faults not
identified as guaranteed detected by the first procedure,
implicit exhaustive fault simulation was attempted on
a subset of the flip-flops. To facilitate this procedure,
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Table 1: Estimated Fault Detection Probabilty for 100 Random Initializations

Cir- | Vec- | Flip- | Total | Pot Det Faults with Est. Detection Probability (%) CPU
cuit | tors | Flops | Faults | Faults | 0 [ 1-20 | 21-40 | 41-60 [ 61-80 | 81-99 | 100 | Time
5298 322 14 308 8 0 0 0 0 0 0 8 22.3s
s344 127 15 342 6 0 0 0 0 0 0 6 18.0s
s349 134 15 350 6 0 0 0 0 0 0 6 18.0s
5382 | 2074 21 399 15 2 0 0 1 0 0 12 | 1.38m
s400 | 2214 21 426 15 2 0 0 1 0 0 12 | 1.45m
s444 | 2240 21 474 15 2 0 1 0 1 0 11 | 1.05m
5526 | 2258 21 555 19 3 1 0 1 0 0 14 | 1.73m
5641 209 19 467 9 0 0 0 3 2 0 4 32.4s
s713 173 19 981 9 1 0 0 2 2 0 4 32.3s
s820 | 1115 5 850 1 0 0 0 0 0 0 1 1.03m
5832 1137 5 870 1 0 0 0 0 0 0 1 1.05m
5953 23 29 1079 82 19 37 1 0 ‘9 10 6 33.9s
51423 89 74 1515 38 9 0 1 18 0 1 9 38.7s
51488 | 1170 6 1486 2 0 0 0 0 0 0 2 1.94m
s1494 | 1245 6 1506 2 0 0 0 0 0 0 2 2.04m
55378 | 912 179 4603 69 11 34 0 4 4 0 16 | 6.90m
5356932 | 496 1728 | 39094 10 0 0 0 0 0 0 10 | 24.2m

a list of flip-flops that must be initialized to known 1
or 0 logic values in order for the fault to be detected
was required. A trial-and-error procedure was used to
obtain this list of flip-flops, and the method was not
used for some faults in the largest circuits, either due
to the large state space or difficulty in identifying the
required flip-flops. Most of the remaining faults were
proven to be detected using this approach (Impl Exh).
More accurate simulation was used to verify the detec-
tion status of the remaining faults ([17]).

All except one of the faults having an estimated de-
tection probability of 100% for an initial state sample
size of 100 were verified to be detected using various
approaches. One fault in s1423 was not proven to be
detected; however, it has a very high probability of de-
tection during the process of test application to the
physical circuit. The fault detection probability esti-
mation tool is straightforward to implement, results are
accurate, and execution times are moderate.

VI Conclusion

Certain faults, such as faults on the reset lines of flip-
flops, cause a circuit to remain in an unknown state,
which prevents a fault simulator from identifying the
faults as detected. Instead, the faults are found to be
potentially detected. Common industrial practice is to
declare the faults to be detected after several repeated
potential detections. However, results show that this
approach is misleading; faults that are potentially de-
tected several times starting from an unknown state
may have a very low probability of detection, and faults
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that are potentially detected only a small number of
times starting from an unknown state may be detected
with a very high probability. A better approach to es-
timating the fault detection probability is to perform
several fault simulations starting from different random
fully-specified states. Faults having estimated detec-
tion probabilities of 100% using this approach were ver-
ified to be detected by more computation-intensive ap-
proaches. Furthermore, execution times are moderate,
and accuracy can be traded off for execution time.
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